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Wavelet transformation

Cyy Cq, Cy, C3, Cy, Cg, Cg, C7, . . ., Co 4
C1, C3, C5, C?, = om oy C2L_1

Wavelet transformation:
C2j =aJ +bj’ C21+1 =aJ _bj’ J=O,1 ,,L_1

Main stream: ay,a,,a,,as,a,,a5,8g,...,a _4
Wavelet stream: by,b,,b,,b3,b,,b5,bg,....0
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@ First wavelet (Haar wavelet) by Alfred Haar
(1909)

@ Since the 1980s: Yves Meyer, Stephane Mallat,
Ingrid Daubechies, Ronald Coifman, Ali Akansu,
Victor Wickerhauser
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Yves Meyer Abel Prize in 2017
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Spline-wavelet transformation 1

In mathematics, a spline is a special function defined
piecewise by polynomials.

Let Z be the set of all integers. On finite or infinite interval
(a, B) of the real axis R? consider the net: X = {z.};ez,

X: .. <z g <zp<m1<...,

for whicha = lim z;, = lim z;,Vj € Z.
j——o0 j—+o0
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Cubic Spline L

#3333 ITMO UNIVERSITY




e

« The interpolatory spline wavelets introduced by C.K. Chui and J.Z. Wang
1991 «A cardinal spline approach to wavelet»
* 1990 Demjanovish Y.K. «JlokanbHas annpokcumauusi Ha MHOroobpasnm»

#3333 ITMO UNIVERSITY




—

pline-wavelet transformation

\

a;=¢;  for 1<k-3,
ar—2 = —(Tr — €)(€ — Tp2) s+
+(Th — Tr-2) (€ — Tr-2) " cro2,
a; =civ1  for 1>k—1,

bj=0 for j#Fk-1,
bp-1 = |(Tht1=6)(Tr—E) ch—3—(Tht1—E) (Th—Th—2)ck—2+

+(Th41 — Th—1)(§ —T—2)ch—1 — (€ = Tp—1)(& —fk—Q)Ck] X

X (Ta1 = Tho1)” (€ = Tp—o) ™"
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pline-wavelet transformation \
c; =a; +b; forj<k-—3,
k2= ap—3(Tr — &) (Te — Tr—2)" '+
+ag—2(6 —Tp—2)(Th — Tr—2) "' + br_2,
k-1 = ap—2(Trp1 — &) (Thp1 — Tp—1) " '+
tag—1(6 = Tp—1)(Tr+1 — Tr—1) "' + br_1,

C;j — ;-1 —+ bj fOI"j 2 k.
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Spline-wavelets (wavelets) \
transformation in information security

@ Wavelet linear codes
@ Spline-wavelets linear codes
@ Spline-wavelets robust codes
@ Wavelet robust codes/AMD codes
V.
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Wavelet codes
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Wavelet transform can be represent in matrix form:

U1 _ _
Vo h1 ho hn 2y ]
hn—1 hn hn_2 To
UN/2 h3 ha ho (1)
wq gi gz gN ’
w2 gN—-1 UgN gN—2
. 93 ga g2 1 LN
| WN /2
where {z1,x2,--- ,xN} original  sequence,
{v1,v2,--- ,vn/2} is the main sequence, {w1, w2, - ,Wn/2}
is wavelet sequence, {h1,ho,--- ,hAn} and {g1,92, - , 9N}

are coefficients of scaling function.
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Linear wavelets codes \

- . - Where
T
. hy  hy --- hy
v1 L2 h hnv oo K
vy 3 Hypn=H=|""70 70 0 72 =
= HN/Z,N hg h.4 e h2
.UN/2- S =C?:7'2{h1,h2,"' sh’N}
|z ] (cirg denotes circulant matrix with shift 2).
Similarly, for wavelet part:
1]
- vl - mz
V2 Z3
where G is the generator matrix of linear code | - | =G| :
LUN/2
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Robust codes (nonlinear codes) 1

Mark Karpovsky, Boston Universi
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Robust codes 1

Robust codes are nonlinear systematic error-detecting codes that provide uni-
form protection against all errors without any (or that minimize) assumptions
about the error and fault distributions, capabilities and methods of an attacker.

One of the main criteria for evaluating the effectiveness of a robust code is
the error masking probability. The error masking probability QQ(e) can be defined
as:

Ole) = [{z| € C,ijee C}!,

where C' is the robust code, x is a codeword that belongs to the code C, e is an
error, and M is the number of codewords in the code C.
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Robust codes 1

Optimum robust code (n, M, R), is robust code that has
the maximum possible number of codewords M for a given n
and robustness K with respect to:

M? — M < R(g" — 1)
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Method of constructing Systematic Robust '\
code from Linear Codes

Let C, be a binary linear code with length » and amount of

redundant elements r .Code L can be made into a nonlinear
systematic robust code:

1. by taking multiplicative inverse in GF(2") of r redundant bits:
C, = (x,v)l xEGF(2k ),v = (Px)_1 EGF( r)
2. by calculation the cube in GF(2") of r redundant bits:

C, = (x,v)l xEGF(Zk ),v = (Px)3 EGF(ZF)




Proposed Robust Code Scheme

by taking multiplicative inverse in GF (2") of r redundant bits:
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by calculation the cube in GF'(2") of r redundant bits:

B
V

> o aGTJ

r

—al o >




Y

Benefits of wavelet codes 1

Undetectabl
Code Q(e) errors
Hamming linear code 1 2%
Partially robust Hamming code 1 K="
obust quadratic systematic code [2]| 277 0
Robust duplication code (2] 2R 0

Wavelet linear code 1 27
Wavelet robust code
with encoding function 1/x

Wavelet robust code o—k 0
with encoding function z3
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Spline-wavelet codes
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Theorem 2. For the second-order spline-wavelet decom-
position of the space QUX), formulas of the reconstruction
are:

cj=a;+b; forj<k-3,
Ch—2 = p—3(Tk — &)(Tk — Tr—a) '+
tag_o(€ — Tp—2)(Tk — Tp—2) ™" + b2,

C—1 = Ck—2(Tkt1 — &) (@h+1 — T—1) "+

+ak—1(§ — Tk—1)(Tr+1 — fk—1)_1 + bi—1,

c;j=aj—1+b; forj=>k.
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Theorem 3. For the second-order spline-wavelet decompo-
sition of the space Q) X), formulas of the decomposition are:

a; =c¢; for i<k-—3,
ak—z = —(@x — E)(€ — Tr_2) " ex_a+
+(Zx — Tr—2) (€ — Tr—2) " k2,
a; =ciy1  for i>k—1,
b, =0 for j#k—1,
be—1 = |(@k+1—€) (@Br—E)ck—3—(Th+1—€) (T —Th—2)cn—2+
+@hs1 — Bn1)(E — Broa)e1 — (€= Beo1)(€ — Tu—2)en] X

X (Th+1 — Th—1)" (€ — Th—2) .
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br—1 = [(Tir1—&)(Tk—&) Ck—3— (Thr1—&) (Tk —Tk—2)Ck—2—

—(Tk+1 — Tk—1)(§ — Th—2)ck—1 — (£ — Tk—1) (€ — Th—2)ck]:

(Trr1 — T—1)(§ — Ti—2)
f(Ck—3,Ck—2,Ck_1,Cc) =br_1 = |(Ch—3DCct) (T Dk )Cr—3D
B(cr—3Dck)(TrDcr—2)Cr—2®B(Cr—3BCr—1)(CkBCr—2)Cr—1P

B(cr ® cr—1)(cr ® cr—2)ck)(Ck—3 D ck—1)(Ck B Cr—2)
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Theorem 4. Encoding function f(ci_3z,Cr_2,Cr_1,Cr) =
CrCr—1 D CrCr_3® DcCp_1Ct_3 P cr_oCr_3 is a bent function
and its nonlinearity coefficient is 1/2.

Theorem 3. Spline-wavelet code with encoding function

f(Ck—3;Ck—2,Ck—1,C) = CrCk—1 D CkCr—3 D Cr—1Cr—3 P
Cr—2Ci—3 LS optimal robust code.

#3335 TMO UNIVERSITY



s

Implementation in ADV612

Table 1. Comparison of the maximum error masking probability Q(e)
and number of undetected errors for the ADV612 computer model.

Wavelet code Number of the undetected
parameters max Q(e) errors

System without codes 1 All errors

(32, 16)-linear 1 216
wavelet code

(32, 16)-robust 2 0

wavelet code
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Implementation in ADV612 i

Compared Encoding rate in Encoding rate in
constructions system without wavelets ADV612 computer model
System without codes 3,14 c 2,93 c
Linear 3,32 c 3,18 c
wavelet code
Robust wavelet code 3,51 c 3,36 c
with w—! nonlinear part
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AMD codes k

2008 Ronald Cramer AMD code
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Definition 1. Let G is a group of order n, and S is a set of
the size m. Then (m, n,) AMD code is a combination of the
probability encoding function E : S — G and deterministic
decoding function D : G — S U L, such that D(E(s)) = s
with probability 1 for each 4.

1) AMD code is called strong if for any s € S and 6 € G
the probability that D(E(s) 4 6) ¢ {s, L} is €.

2) AMD code is called weak if for every § € G{0} and
s € S, the probability that D(E(s) + &) #L less than e.

3) AMD code is called systematic if the set S is a group
and encoding function E has the following form

E:§5-G =SXG1XG2

§ = (s, f(z,9)),

where f : G;SX G, — G is a certain function,  is randomly
selected from G;.
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Original information (input codewords). In
practice, s is nonuniform distributed

ses

\

Encoder of security-
oriented code

E:S->GC
vy 8¢€C

Injection of Z (G)

error
»  Abstract storage
e device

y g+eeC

Decoder of security-
oriented code
D:G->S§

A\
ses
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The two main parameters for AMD codes are ‘

1) the robustness R and maximum number of undetected
errors R =maz(z:z+e € C);

2) the maximum of error masking probability which is a
relationship

maz(z:z € Ciz+e€ )
M )

maz Q(e) =

where M is the number of codewords in code C, z is
codeword, e is error vector. The smaller the value of the above
parameters, the more robustness of the AMD code.
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Wavelet AMD codes 1

The construction of the weak AMD code based on
Maiorana-McFarland function

The construction of the weak AMD code based on the
scalar multiplication.
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BF on wavelet transformation \

f = CoCq + CyC3.

f =c1¢, + bey

f=cica+c3c,+cy f =c16+ c3cq +e4cp, [ = €102+ C3C4
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Thank you for your attention!
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